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REPORT OF DATA BREACH 

Breach Reference:  

Date Incident Reported to DPO:  

Date of Incident:  

* All actions to be taken are identified (A#) 

1. CONTAINMENT 

Inform the DPO immediately 
 

 

Has action been taken to limit the extent of 
the breach if possible? e.g. isolate or close the 
compromised section of the network 
 

 

Can losses be recovered to limit the damage 
the breach could cause? e.g. recover 
documents if misdirected 
 

 

Where the incident involves any form of theft 
or criminal activity, have the police been 
informed? The police should be informed where 
individuals have deliberately accessed or copied 
data, as well as situations where records or 
equipment have been stolen 

 

DPO to complete the Data Breach Template  

 

2. ASSESSMENT OF RISKS 

Type of data is involved?  
How sensitive is the information involved?  
If data has been lost or stolen, are there any 
protections in place such as encryption? 

 

What could the data tell a third party about 
the individual? 

 

How many individuals’ personal data are 
affected by the breach? 

 

Who are the individuals whose data has been 
breached? 

 

What harm can come to those individuals? 
e.g. Are there risks to physical safety or 
reputation, of financial loss or a combination of 
these and other aspects of their life. 

 

Are there wider consequences to consider 
such as a risk to public health or loss of 
public confidence? 

 

 

 

3. CONSIDERATION OF FURTHER NOTIFICATION 

Are there any legal or contractual 
requirements 

 

Can notification help the individual manage 
the risks? e.g. by cancelling a credit card or 
changing a password (threshold is if there is high 
risk of adversely affecting individuals’ rights & 
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freedoms) 

Who will RBH notify, what will they be told 
and how will the message be communicated? 

 

How can notification be made appropriate for 
particular groups of individuals? e.g. children 
or vulnerable adults. 

 

Who else should be notified? e.g. third parties 
such as the police, insurers, professional bodies, 
bank or credit card companies. 

 

 

4. EVALUATION AND RESPONSE 

The DPO will meet with the relevant manager 
and satisfy RBH that it knows what personal 
data is held and where and how it is stored? 

 

In relation to the personal data involved in the 
breach, what and where are the biggest risks 
for RBH? 

 

Are the risks associated with the sharing or 
disclosing of data suitably identified & 
managed? 

 

What are the potential weak points in the 
RBH’s current information security 
measures? e.g. such as the use of portable 
storage devices. 

 

Ensure that staff awareness of security issues 
is monitored and look to fill any gaps through 
training or tailored advice 

 

 

Head of Legal & Compliance Response                           Date: Click here to enter a date. 
 

RBH Director of Resources Response                             Date: Click here to enter a date. 
 

ICO Response from Verbal Notification                           Date: Click here to enter a date. 
 

 

Resulting Actions 

Action Owner Target Date Status 
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✓ ✓ 

✓ ✓ 

✓ ✓ 

✓ ✓ 

✓ ✓ 

✓ ✓ 

 
✓ 

✓ ✓ 

✓ ✓ 

✓ ✓ 

✓ ✓ 

✓ ✓ 

✓ ✓ 

 
✓ 

✓ 
 

✓ ✓ 
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https://www.rbh.org.uk/privacystatement
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